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Identity & Access Management System (@ Help |

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.
Delegated Official Role Title Change to Access Manager in 1&A

Starting June 8, 2020, the Identity and Access Management System (I&A) will change the title of the Delegated Official
(DO) role to Access Manager (AM) throughout the 1&A System. There will not be any changes to the functions, access or
privileges held by the Delegated Official role, this is simply a title change to Access Manager. We are making this change
1o avoid confusion between the Delegated Official in the Provider Enrollment, Chain, and Ownership System (PECOS) and
the Delegated Official in the I&A System. The change has no impact on the Delegated Officials listed in PECOS or their
titles. PECOS will remain unchanged. The title, requirements and functionality for the Authorized Official (AO) role in T&A
will remain the same. There is no impact to users in I&A as a result of this change except for the title change mentioned
above and no additional action is required.
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User ID Compliance:

Must be 6-12 alphanumeric characters and unique within the Identity &
Access Management System and NPPES.

Must not contain more than four numeric characters, any spaces, or any
special characters.

Must not contain personally identifiable information such as SSN or NPL.

* User ID:

* Password:

. Password Compliance:

* Confirm Password: Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number.
Must contain at least one valid special character.
Must not contain any invalid special characters.
Must not start with numeric characters
Must not contain three repeating characters,
Must not be the same as your User ID.
Password must match Confirm Password.

Please select five different security questions and enter their answers below:
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Step 1 Step 2 n y n
User Security _« | User Info A

Please provide the details below. They will be used to verify your identity. Back to P
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* First Name: * Personal Phone Number:

Middle Name: * Home Address Line 1:
* Last Name: Home Address Line 2:
Suffix: * City:

‘|
* Business Phone Number: * Country:

| United States. v

Fax Number: * State/ Province/ Territory:
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* Date of Birth: (MMDO/YYYY) * Postal/ZIP Code:
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We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
¢ International phone numbers are not supported.
« Standard message and data charges may be applied by your carrier.

« By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authentication Method vI
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Need to make changes where you receive your code?

Back to Setup Page

Logg:

Medicare & Medicaid Services

Once you’ve created an
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ready to register for an
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Welcome to the Identity and Access Management System!

(0]

Are you an Individual Provider?

We have not been able to locate an NPI record that matches the information you
provided. If you are an individual who provides health care services, please f

NP1 (or update your existing information) before you login to any additional CMS
systems.

Are you responsible for an Organization?

1f you are the Authorized Official or Access Manager for a Healthcare Organization (or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval process.

None of above?

1If you do not match either description above, please review the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

fa_‘l

Quick Reference Guide
Overview of features and tools to manage your account.

News & Alerts

EUS Contact Information:
External User Services
(EUS)

PO Box 792750

San Antonio, Texas 78279
https://eus.custhelp.con

Application Links

NPPES
National Plan and Provider
Enumeration System

PECOS

Medicare Provider
Enrollment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System
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National Plan & Provider Enumeration System

Multi-Factor Authentication (MFA)

* Indicates Required fields.
* Select where you wish to receive your verification code:

® Primary Authentication Method: Email Address:

Method: Text

ou will need to use the login
information you just created
and verify your login with the

Need to make changes to where you receive your verification code? G

* Are you logging in to the system on a Public or Private device?

Public Device )
® pioteDeice @ multi-factor authentication
a— (they will send a code to the

email/phone you provided)

Haven't received the code yet or need a new code? SEND NEW CODE
o
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Natona/ Plan & Provider Enumeration System

National Provider System Main Page

Apply for a National Provider Identifier (NPI)
Apply for a Type 1 Individual Provider NPI or Type 2 Organization NP, Individual Providers can only have one NP1, however, Organization Providers can have multiple NPis.

Click here to apply for

your personal NP o CIXIIEEIENo EEIIIIEEIIEE o
number

Manage Provider Information
You currently have access to the NPIs associated with the providers listed below. Select the provider you wish to view or modify NPI data for. If the provider currently has more than one NP1 associated with
need to select the | ) icon to expand the provider and view all NPis associated with the provider.

Please scroll to the right using the scroll bar at the bottom of this table to see all available columns and actions
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ANational Plan & Provider Enumeration System
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Provider Profile
O 1% spleston complated
Address.
Health Information Exchange
S &iﬂ Provider Profile

Taxonomy
* Indicates Required felds.
Contact Information
Note: Fialds with {§ icon will NOT ba publicly available

Error Cheek
Provider Name Information:

Submission
Prefic *First: Middle: “Last: Suffix:

Credential(s):(MD, DO, etc.)

Other Namex(If applicable)

Prefic First: Middle: Last: Suffic Add the requ”-ed
ypactoharame: Cedentolsx00,0, ) personal and work
information. Hit

Other Identifying Information:

NEXT at the bottom

==« NPPES

o i e of the page to
- provien o o = o~ ~ ~ : proceed.
_ ADORESS HEALTHINFORMATION EXCHANGE OTHER DENTIIERS TAXONOMY CONTACT P
Provider Profile
s | |
Health Information Exchange g
o Address
This information will be used to contact the provider if we have questions about the NPI
Taxonomy
Contact Information
Business Mailing Address (Correspondence Address)
Error Check
This is the address (can be a Post Office Box) where we can contact you directly to resolve any issues that may arise during our review of your application.
Submission

ADD A BUSINESS MAILING ADDRESS

Practice Location (only one required)

Thisis the physical address (cannot be a Post Office Box) where services are rendered. Multiple locations can be entered, but only the primary location is requig

ADD A PRACTICE LOCATION

NOTE: your corresponding address
will be accessible to anyone
searching for your NPI (use your

workplace address if possible)
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ANational Plan & Provider Enumeration System
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Provider Profile
] o pcsion it
Address.

e — | dnch Endpoint for Exchanging Healthcare Information (optional)

Contact Information
* Indicates Required fields.
Error Check

‘The exchange of health information between doctors, nurses, ists, other health care providers and patients can i i share a patient's vital medical infor
i dpoint is a devi that provid way for partici [ i ith each ather.
Submission
Endpoint i ion will be made availab he NP1 Registry, APIs, and Data Dissemination Files for users to receive and consume.
Endpaint i personal email
* Endpoint Type: * Endpoint: Endpoint Description: {)
Endpoint Use: i) Endpoint Content Type: {J)
* Is the Endpoint affiliated to another organization? * Endpoint Location:
OVes ®No

These two sections
are optional. You can
leave them blank (no

z NPPES need to accept the

National Pan & Provider Enumeration System
A G terms and conditions)
Provider Profile
e = and proceed to the
Health Information Exchange /
I next page.

— | | Other Identifiers (optional) pag
» Associating other provider identifiers with your NPI is optional.
o st * Indicates Required fields.

Enter All Other Provider Identifiers
Error Check

Note: These numbers will be of use in matching your NP| record to insurers’ records so you inue to be . insurers. If you don't h h numbers, you are not required to obtain them.
Submission DONOT report the Medicare Numbers, Social Security Number (SSN), IRS Individual Taxpayer Identification Number (ITIN) or Employer [dentification Number (EIN) in this section.

* Issuer:

v
* Identification Number: (DO NOT ENTER SN, ITIN OR EIN) State Issued: ( applicable)
v AVE
Please scroll to the right using the scroll bar at the bottom of this table to see all available columns and actions
T
Issuer « Other Issuer State Issued Identification Number Actions

.NPPES Q SEARCH NPI REGISTRY

National Plan & Provider Enumeration System
| |
e v = - Select
Provider Profile
e “Pharmacist”
175MO0000X - Midwife, L = P ar acl St
175T00000X - Peer Specialist
ki . S 176800000 - Midwife (0 r P h armac
e 3 Taxonomy 176200000 - Funeral Director Yy
Providers Taxonomy Information. 1835C0205X - Pharmacist - Critical Care H I )
Taxonomy
1835G0303X - Pharmacist - Geriatric S p ecia ty as
Contact information * Indicates Required fields. 1835NO0SK - Pharmacist - Nuclear
1835N1003X - Pharmacist - Nutrition Support our
Error Check You are required to identify at least one taxonomy to i iith your NPI. If you identify thanong 1835P0018X - Pharmacist - Pharmacist Clinician (PhC)/ Clinical Pharmacy Specialist ipti y
can be found on the Washington Publishing Company's web page. 1835P0200X - Pharmacist - Pediatrics
1835P1200X - Pharmacist - Pharmacotherapy
Submission
o To enter a taxonomy code, tart by entering ither the taxonomy code, classification code, or specialty in | 1835P1300X - Pharmacist - Psychiatric taxonom Yy
dropdown Choose Taxonomy box, allowing you to select the appropriate one. Once you have selected the | 1835P2201X - Pharmacist - Ambulatory Care
1835X0200X - Pharmacist - Oncology
183700000X - Pharmacy Technician
202C00000X - Independent Medical Examiner
202K00000X - Phlebology
Choose Taxonormy Filter:Q 204C00000X - Neuromusculoskeletal Medicine, Sports Medicine J

T o [Chooe anmy -

* Classification Name/Specialization: License Number: State Issued:

Please scroll to the right using the scroll bar at the bottom of this table to see all available columns and actions

Y r—
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Provider Profile

(g > e
Address
Health Information Exchange
ﬁ Contact Information
All NP notifications will be sent to the Primary Contact Person Email provided on this page.

Contact Information

Add in your own personal

Contact Information (only one required)

This s the Contact Information. Multiple contact i i d, but only the primary contact i lon is required. contact information (you
T o can/should be the

Primary Contact «  Name Credentialls) Title/Position Telephone Number Contact Person Email p ri ma ry co nta Ct fo r yo ur

Pharmacist

Ervor Cheek

own NPI). You may also
add managers,
supervisors, etc if you

== NPPES

Nationai Plan & Provier Enumeration System
(S >
Address.
Health Information Exchange i
. @ Submission Certification
Taxonomy
Contact Information After readi and conditions li check the box at the bottom of this page then click "Submit” to submit your application.
—— * Indicates Required fields.
» Ihave read the contents of the application and the information contained herein is true, correct and complete. If | become aware that any infermation in this application is not
Submission true, correct, or complete, | agr ify the NP] Enu of this fact i
+ lauthorize the NP Ei to verify the informati ined herein. | agree to keep the NPPES updated with any changes to data listed on this application form within 30

days of the effective date of the change.

& | have read and understand the Privacy Act Statement.

+ Ihave read and for Falsifying the NPI / Update Form as stated in this application. | am aware that falsifying information will
result in fines andjor imprisonment.

Penalties for Falsifying Information:

18 U.S.C. 1001 authorizes criminal penalties against an individual who in any matter within the jurisdiction of any department or agency of the United States knowingly or willfully
falsifies, conceals, or covers up by any trick, scheme or device a material fact, or makes any false, fictitious or fraudulent statements or representations, or makes any false writing
or document knowing the same to contain any false, fictitious or fraudulent statement or entry. Individual offenders are subject to fines of up to $250,000 and imprisonment for
Acce pt t h e terms an d up to five years. Offenders that are organizations are subject to fines of up to $500,000. 18 U.S.C. 3571(d) also authorizes fines of up to twice the gross gain derived by the offender
if it is greater than the amount specifically authorized by the sentencing statute.

conditions and

SR T

You should receive your NPl number within the hour!

You can then lookup your NPI the same as you would for any other provider!




